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a b s t r a c t

This paper explores information security risks in networkable Windows-based operating

system (NWOS) devices. While these devices face the same information security risks as

any other Windows platform, NWOS devices present additional challenges to vendors

and buyers throughout the product lifecycle. It appears that NWOS devices are particularly

vulnerable to information security threats because of the vendors’ and buyers’ lack of

awareness of the security risks associated with such devices. Based on evidence collected

from a manufacturer of Digital Storage Oscilloscopes, the paper offers a set of challenges

faced and solution applied by this vendor in its interactions with buyers. In order to reduce

the vulnerability of NWOS devices, the paper considers several information security mea-

sures for the production, sales and after-sales phases. Lastly, the paper outlines the busi-

ness reasoning for both vendors and buyers to pursue this information security strategy.

ª 2006 Elsevier Ltd. All rights reserved.
1. Introduction

Recent years have seen a surge in the introduction of network-

able Windows-based operating system (NWOS) devices. Some

examples are home entertainment systems (e.g. Xbox), smart

phones (e.g. Motorola i930 and PlamOne’s Treo) and Pocket PC

(e.g. Toshiba e850). While NWOS devices present an appealing

proposition for both software vendors and buyers in terms of

the flexibility to add supplementary software applications,

such devices also introduce new challenges in terms of man-

aging information security risks. NWOS devices are particu-

larly vulnerable to information security threats because of

the vendors’ and buyers’ lack of awareness of the security

risks associated with such devices. In addition to the direct

damage to business operations that an infected NWOS device
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might cause, other consequences may also include alienated

customers and a tarnished reputation (Austin and Darby,

2003).

The information security literature has indeed discussed at

length prevention, detection and recovery strategies related to

information security management (e.g. Joseph and Blanton,

1992; Jung et al., 2001); however, these studies mainly focused

on computer- and Internet-related information security

threats and highlighted practices associated with the manage-

ment of software development and information systems that

could offer protection from malicious software. In this regard,

NWOS devices present an extended set of challenges that call

for the development of additional capabilities by the vendor.

Indeed, several studies have recently discussed the need to in-

tegrate software development and operational processes with
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strategic business objectives, when building security into

products (McAdams, 2004; von Solms and von Solms, 2004;

Taylor and McGraw, 2005; von Solms and von Solms, 2005).

Clearly, the careless management of information security of

NWOS devices will not only risk the vendor’s or the buyer’s

network environment but could also harm the relationships

between vendors and buyers, as malicious software may be

transferred between their networks during production, sales,

and after-sales activities. In a recent article, Arce (2003) ac-

knowledges that networkable gadgets pose unique informa-

tion security risks to vendors; however, little is so far known

about the challenges faced and solutions applied by vendors

when managing the information security of NWOS devices

throughout the product lifecycle.

This paper aims to address this gap by reporting on key in-

formation security challenges that vendors of NWOS devices

face during the lifecycle of the product. In discussing these

challenges, this paper will attempt to bring out aspects relat-

ing to the alignment of information security issues, opera-

tional activities and strategic objectives that a vendor should

consider during the lifecycle of an NWOS product.

The challenges faced by vendors will be associated with

three phases, critical to devising an information security strat-

egy, during the product lifecycle: production, sales and after-

sales. Furthermore, in this paper the solutions applied by

a supplier of digital oscilloscope, LeCroy, a New York based

company, to reduce the vulnerabilities presented by NWOS

devices will be outlined per phase. Lastly, the paper will offer

practical implications for vendors attempting to improve their

information security strategy in the NWOS devices market.

2. Information security: the case of NWOS
devices

While the literature on information security has addressed

various issues relating to (i) best practices in managing infor-

mation security programs (e.g. Joseph and Blanton, 1992; Aus-

tin and Darby, 2003; Farahmand et al., 2003), (ii) risk

management and evaluation of security management pro-

grams (e.g. von Solms et al., 1994; McAdams, 2004), and (iii)

the links between the management of information security

and operational activities (McAdams, 2004), recent studies

have claimed that there is a serious lack of empirical research

in this area (Kotulic and Clark, 2004), and in practice, firms

rarely apply a systematic and methodological approach (Aus-

tin and Darby, 2003) that aligns their information security

strategy with business objectives and operational processes

(McGraw, 2004; von Solms and von Solms, 2004; Taylor and

McGraw, 2005; von Solms and von Solms, 2005). Indeed,

most vendors of off-the-shelf computing products will either

‘‘bundle’’ an information security solution into the product

or give the buyer the freedom to select a solution that fits their

needs. In this regard, the market for NWOS devices presents

unique challenges, as a vendor of such devices is required to

consider information security measures during different

stages of the product lifecycle. This is mainly because most

buyers of NWOS devices do not consider their devices to be

a target for malicious attack by viruses or worms. However,

being a NWOS device puts such device under the same
category of most personal computers and servers that operate

on Windows platforms. Because of the large installed-base of

Windows-based platforms, these are subject to a large major-

ity of hackers’ attacks. Consequently, the risk for NWOS de-

vices has become acute and the challenges that some NWOS

devices present to vendors and buyers may require the devel-

opment of new capabilities. For example, NWOS devices that

are designed for a particular usage (e.g. digital microscopes,

digital storage oscilloscopes) impose interactions between

the vendor and the buyer during the lifecycle of the product.

Consider product demonstration activities during which an

NWOS device could be connected to the local network to dem-

onstrate its printing capabilities. Without considering the in-

formation security risks involved in connecting this

networkable device to the buyer’s network, in doing so, the

vendor puts at risk the buyer’s network and the demonstra-

tion product by allowing the transfer of malicious software

from the buyer’s network to the NWOS device and vice versa.

The risk can be even more acute should the sales person use

the same device while visiting other clients, without protect-

ing both the client’s network and the demonstration device.

Table 1 summarizes information security risks that ven-

dors of NWOS devices face when managing their relationship

with buyers.

Building on existing studies that consider the full lifecycle

of software development (e.g. McGraw, 2004), this paper con-

siders three key stages in product lifecycle in which vendors

and buyers are likely to interact and in which operational ac-

tivities can be aligned with information security measures to

reduce the vulnerability of the NWOS devices and buyer’s

network. The key stages are: production, sales and after-sales

activities. The design stage, though is important in building

security into the product through software development tools

and methodologies, presents little interactions between ven-

dors and buyers that require the development of information

security measures. The solutions applied by LeCroy, a vendor

of Digital Storage Oscilloscopes (DSO) based in New York, will

be discussed at length following the research method section.

3. Research background

An in-depth case study was carried out in August 2005 at LeC-

roy Research Systems, New York during which the challenges

faced and solutions applied by this vendor of digital storage

oscilloscopes were examined and analyzed. LeCroy Research

Systems specializes in the design and production of oscillo-

scopes and other signal analyzer equipment. The company

employs more than 400 people worldwide and its 2004 sales

amounted to $120 million. In particular, LeCroy’s line of

DSOs, also known as the WaveMaster and WaveRunner series,

is of interest in this research. Being a networkable Windows-

based operating system device, the WaveRunner posed new

challenges to the management of information security of

this vendor, which required the company to develop new ca-

pabilities related to their information security strategy. The

research was designed to capture the information system

risks involved in producing and maintaining the WaveRunner

throughout the product lifecycle and to collect evidence as to
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the solutions applied and capabilities developed by this

vendor.

4. Information security in networkable
Windows-based operation systems: evidence
from LeCroy research systems

The trigger: In 2003, LeCroy introduced an oscilloscope (Wave-

Master) that operated on Windows 2000. This operating sys-

tem did not offer a firewall protection, and anti-virus

software was not offered or installed on this particular prod-

uct release. One unit was delivered to a LeCroy client in Japan.

After a while, the client contacted LeCroy’s service depart-

ment with a complaint that the performance of this unit had

worsened. To solve this problem, LeCroy suggested that the

unit be sent back to the service department for inspection

and repair. Anticipating a hardware malfunction or a software

glitch in this particular machine, LeCroy’s service engineers

were surprised to find that this unit was infected by a mali-

cious worm. LeCroy contacted the client and informed them

about their findings. Later on, LeCroy learnt that the client

Table 1 – Information security risks for vendors of NWOS
devices

Stage Risks to vendor

Production � Malicious software that

attacks the vendor’s network

may infect the production

environment and NWOS

devices.

Demonstration activities � Malicious software is

transferred from the

buyer’s network to the

NWOS device during demo

activities.

� Sales person infects clients’

network with malicious

software when demonstrating

product functionality that

requires connection to

the client’s network,

thus ruining the

vendor’s reputation.

Product delivery � Buyers do not consider

the device to be

networkable and a target

for malicious software,

so do not protect the

device and its network.

The product becomes

a risk for the vendor

upon return to the

factory for repair

or upgrade.

Maintenance and upgrades � Buyers do not update virus

definitions, thus allowing

malicious software to attack

the NWOS device. Upon

connection to the vendor’s

network for maintenance

or upgrade activities, the

vendor’s network is at risk.
changed some of the settings in the unit that were supposed

to provide some protection against malware, and the client

also connected this unit to their network without consulting

its own Information Systems (IS) department. Following this

event, LeCroy re-evaluated its information security strategy

by considering various measures needed in securing NWOS

devices, as well as in the practices relating to interactions

with buyers.

The change: Realizing that such events put at risk their rela-

tionships with buyers and might damage their reputation, the

management at LeCroy started paying more attention to is-

sues pertaining to the information security of the DSO. The

following case description outlines the measures taken by

the management to ensure that their information security

strategy is aligned with operational activities and their busi-

ness objectives. While the information security strategy de-

veloped constantly between 2003 and 2005, we have chosen

to report the present state of LeCroy’s information security

strategy with regard to NWOS devices.

4.1. Information security practices for production
activities

Acknowledging that the production environment can also be

a source of malicious software, the management of LeCroy

took some steps to isolate the production environment and

improve engineers’ awareness of information security issues

relating to its DSO products. To increase awareness, the com-

pany introduced an annual information security fair at which

issues relating to the company’s information security strategy

were presented and discussed. One engineer described it:

Every year we organize a Security Fair, [.] I do the DSO part

because I’m in charge of production and I work on the DSO.

[.] we have eight different stands where you can go and learn

about security.

In addition, LeCroy introduced an isolated network for pro-

duction to eliminate the possibility that malicious software

would get into the production environment. One engineer

explained:

[.] to avoid viruses, Trojan and any security threats, we build

these machines on an isolated network. That means this network

has no access to the Internet.

In addition, to ensure that the production network was

isolated, engineers were instructed not to connect external

devices (e.g. memory sticks and laptops) or use CDs on the

production network.

The production procedure was updated to include a final

virus check of the DSO before shipping it to a customer. More-

over, information package and anti-virus software were in-

cluded in each product shipment. Buyers were advised to

contact their Information System department prior to con-

necting the DSO to their network and to install anti-virus soft-

ware of their preference. To ensure that buyers paid attention

to the risk involved in connecting the DSO to the network,

LeCroy placed a sticker on the Ethernet socket that said

‘‘This is a Windows networkable device; visit the security
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website’’. This way, users had have to consider the conse-

quences of plugging this unit to the network without consul-

ting their IS department. Lastly, LeCroy offered a recovery

disk in each product shipment to ensure that, if a DSO did

get infected by a virus, the buyer could always restore the

unit to its original settings and start again.

4.2. Information security practices for sales activities

LeCroy invested in educating its sales force about information

security issues. The objectives of this training program were

twofold. First, it was necessary to educate the sales force to

consider information security threats when performing prod-

uct demonstrations at the buyer’s site. This training included

several practices that the sales force was asked to follow. For

example, before product demonstrations requiring a connec-

tion to the local network, the salesperson should contact the

IS department at the site and check their information security

arrangements. In addition, the salesperson was instructed to

perform a virus check following each product demonstration

that included a connection to the network. Nonetheless, one

major challenge that the sales force faced when attempting

to implement these new practices was the difficulty in getting

updates of virus definitions while on the road. This was solved

through a synchronization process that the company sup-

ported, in which the latest virus definitions and patches

were transferred to the salesperson, stored on a memory stick,

and later on were uploaded onto the DSO.

The second challenge was to train the sales force how to

educate buyers about information security risks concerning

their DSO. This line of training was particularly challenging,

as the sales force was mainly focused on getting ‘‘the deal

done’’ and devoted less attention to technical matters. None-

theless, the management at LeCroy emphasized the impor-

tance of educating their buyers about information security

risks as a long-term business strategy. Indeed, salespersons,

during visits to clients, provided clients with some informa-

tion about the security risks involved in connecting the DSO

to the network and the way to handle information security is-

sues concerning the DSO. One manager explained LeCroy’s

approach:

We tell the customer if you are going to network this instrument,

we advise you to contact your IS department and have them

install an anti-virus. And we usually say use Norton’s anti-virus,

this is the one we use in the company: it’s been tested on our

products and we know that it works.

In addition, the salesperson walks the buyer through

LeCroy’s website to get them familiar with how security up-

dates can be downloaded and updated. Finally, the company

provides an anti-virus package in every box shipped.

4.3. Information security practices for after-sales
activities

There are two key challenges relating to after-sales activities

that LeCroy applied as part of its DSO information security

strategy. One issue concerns the way DSOs sent back for re-

pair or upgrade were handled upon arrival. The procedure
applied in this case was similar to the handling of products

during production. One key difference was the immediate

check for viruses of a returning DSO using an independent

CD, ensuring that the unit was clean before admitting it to

the service network. The second challenge relates to LeCroy’s

responsibility to test that updates from Microsoft, which often

result in new updates for anti-virus software, do not affect the

functionality of the DSO. To cope with this challenge, LeCroy

tested each new update and informed its clients about the

compatibility of the update through its website. One manager

described this process:

[.] anytime new updates for Windows come up, new updates for

anti-virus come up, [.] I have to test them on all our platforms. I

have to make sure that all these do not affect the functionality of

our products. [.] if there’s a new update that doesn’t work, then

we will put the warning signs ‘‘do not install this update’’.

Reflecting on the evidence presented above, we argue that

NWOS devices indeed pose new challenges to vendors in the

way information security issues are managed throughout

the product life. In the following section we present the impli-

cations for practice.

5. Implications for practice

The main objective in this paper was to report on the informa-

tion security challenges faced and solutions applied by ven-

dors of NWOS throughout the product lifecycle. Our early

discussion outlined the challenges that vendors of NWOS

may face in some critical stages in the product lifecycle. LeC-

roy, a vendor of Digital Storage Oscilloscopes, have addressed

these challenges by introducing various measures that

attempted to reduce the vulnerability of its NWOS products

to malicious software and improve the usage of the product

by its clients over time. In doing so, this vendor focused on im-

proving information security practices during production,

sales and after-sales activities by building capabilities that

aligned their operational activities with their business

objectives.

It was not our intention to offer a generic model for manag-

ing information security risks in the NWOS devices market.

Rather, this paper highlights the importance of understanding

the nature of challenges that a vendor of NWOS devices may

face and to offer an insight into the set of solutions provided

by this particular vendor. We acknowledge that the challenges

and solutions associated with NWOS devices are context-

dependent thus requiring additional research into this emerg-

ing market.

From a business objectives perspective, pursuing an infor-

mation security strategy by applying some of the proposed

practices in Table 2 can be beneficial for both vendors and

buyers in the short- and long-term.

In particular, it is imperative that senior managers create

an information security policy that takes into consideration

the business objectives of the firm (e.g. the retention of cli-

ents). In devising such information security policy, senior

managers should list down the firm’s business objectives

and the information security risks that may hamper achieving
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Table 2 – Challenges and solution in managing information security for NWOS devices

Stage Challenges Solutions

Production � Produce virus-free products � Increase awareness of information security

issues through newsletters, fairs, security

exercises and conferences

� Isolate production network from firm’s network

� Check products for viruses before shipment

� Provide essential information

security tools in product package

Sales � Ensure virus-free demo devices

� Educate buyers about information

security risks

� Train the sales force to check for

virus after each demo

� Provide the sales force with the support

to download virus definitions and

updates while on the road

� Provide buyers with critical information

about information security risks

After-Sales � Support buyer’s virus-free

usage of the device

� Provide support for Windows and anti-virus

packages over the web (test and

confirm compatibility)

� Check returning devices for viruses before

connecting them to your network
them. In addition, the risks in each stage in product lifecycle

(i.e. production, sales and after-sales) should be examined

from information security viewpoint. For the production

stage, the challenges can go beyond the control of manage-

ment as more companies engage in outsourcing their

manufacturing activities. In this case, senior managers re-

quire combining business objectives related to managing their

supply network with the objectives related to client relation-

ships. Assisting the subcontractor to secure and isolate their

production network may seem as a sunken investment from

the buyer viewpoint; however, such investments may prove

to be critical for the vendor in terms of maintaining their cli-

ents satisfied and ensuring high retention levels.

Similarly, the sales and after-sales stages require top man-

agement’s attention. The challenges involved in aligning busi-

ness objectives with information security measures concern

the handling of demonstration and defect devices. In such

cases, third party service provider can also be involved as

some companies outsource maintenance activities. Nonethe-

less, the most significant challenge is to educate the sales

force to consider information security risks as part of their

daily activities. As argued before, a salesperson would mainly

be concerned with ‘‘getting the deal done’’, which is a short

term business objective, and may pay less attention to techni-

cal and operational aspects such as securing entry points to

the demonstration device and the client’s network. These

technical and operational aspects are in fact long-term strate-

gic goals that if not carefully implemented, may alienate cli-

ents and ruin the firm’s reputation.

What value is added from these information security mea-

sures? Through such information security measures, vendors

of NWOS devices may differentiate their product from ven-

dors who prefer to shift the responsibility for managing infor-

mation security risks to their clients. Vendors of NWOS

devices may offer extra value in offering support with infor-

mation security risks, thus positioning their product as supe-

rior to others and possibly commanding premium prices for

their products. In the long-term, bonding clients and vendors

through such practices may improve the retention of existing
clients and may offer the vendor additional opportunities to

promote new product introductions. In addition, buyers de-

velop a degree of dependency on vendors through constant

updates and upgrades related to anti-virus packages, which

can in return serve the vendors in future offerings. Buyers,

on the other hand, may enjoy a continuous support relating

to information security issues from the vendor during the

product life, a value-adding activity that also reduces the vul-

nerability of their network.
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