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An Information Security
Strategy for Networkable

Devices

Networkable Windows-based operating systems devices
present information security challenges to both vendors
and users of such devices. This article highlights some of the
threats that NWQOS devices pose and offers measures to
improve the link between a firm’s business strategy, its

operational activities, and its information security strategy.
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n the approximately 60 years that digital general-
purpose computers have been in use, many analog-
based  special-purpose
redesigned in digital incarnations to exploit a myriad

machines have been
of inherent features, user interface benefits, and design
reusability. Numerically controlled machine tools, cam-
eras, televisions, and scientific equipment are a few ex-
amples. Because most of these devices use an embedded
microprocessor, they require operating system and appli-
cation software to convert them from general-purpose to
special-purpose machines.

In recent years, many vendors have replaced traditional
proprietary busses and operating systems with industry
standards, and many have offered these devices as network-
able Windows-based operating systems devices. NWOS
devices require vendors to make smaller design invest-
ments in low value-added areas, such as writing hardware
drivers and file-management systems. However, many
vendors fail to grasp the corresponding requirement—that
is, to become knowledgeable about information security
and provide a comprehensive security regime to protect
downstream organizations (that is, users).

Information security practitioners must defend against
several routes of malware contagion."” These include tra-
ditional “tunnels and bridges” that bypass the firewalled
corporate perimeter, such as visitors’ laptops, virtual pri-
vate network (VPN) tunnels, and encrypted and zipped
email attachments. However, NWOS devices and appli-
ances have been mostly overlooked as potential security
threats. Corporate networks that are otherwise highly se-
cure often have some tens of nodes that aren’t generally
recognized as computers but that run NWOS. These de-
vices range from smart phones to engineering micro-
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scopes, and from
oscilloscopes to print
stations.” They might have no single owner, and frequently
generic or group user accounts are established on them.
We wrote this article with enterprise networks in
mind, especially those with several hundred nodes.
Today, myriad tools, including antispam, antivirus, anti-
spyware, autopatching, encryption, firewalls, and intru-
sion detection and prevention, often protect these
networks. Processes are also vital in locking down large
networks, and many organizations have implemented
policies regarding password strength, access control, and
patching and virus definition updating, all of which rely
on the “one machine, one owner” concept. These tools
and processes probably won’t encompass network nodes
that were purchased, for example, by the facilities or en-
gineering departments. For example, a shared micro-
scope might offer a soft node in an otherwise hardened
network, and serve as a platform from which to gain
unauthorized access, conduct internal reconnaissance,
and propagate damage. A hospital with several medical
imagers on its network, a university physics lab with 20
oscilloscope stations, a business whose office staft keeps
their PDAs in cradles, and a document copy/print station
face the same potential threat.

Security vulnerability

in NWGOS devices

The professional media has disclosed several security vul-
nerabilities in popular NWOS devices. For example, on
3 March 2003, SecurityFocus, a community of security

professionals, announced (www.securityfocus.com/bid/
7004/ discuss):
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“It has been reported that some Siemens mobile
phones are unable to sufficiently handle certain
SMS message content. If a maliciously formed
SMS message contains certain characters, the mo-
bile phone firmware will behave in an unstable
manner. Exploitation of this issue may resultin a
target phone no longer functioning.”

On the same day, SecurityFocus released the following
announcement (www.securityfocus.com/bid/7001/info):

“It has been reported that Hewlett-Packard JetDi-
rect printers leak the web JetAdmin device password
under some circumstances. By sending an SNMP
GET request to a vulnerable printer, the printer will
return the hex-encoded device password to the re-
quester. This could allow a remote user to access and
change configuration of the printer.”

And, on 9 January 2004, the Common Vulnerability
and Exposure Group (CVE) reported the following
threat (http://cve.mitre.org/ cgi-bin/cvename.cgi?name
=2003-0103):

“Format string vulnerability in Nokia 6210 hand-
set allows remote attackers to cause a denial of ser-
vice (crash, lockup, or restart) via a Multi-Part
vCard with fields containing a large number of
format string specifiers.”

Thisarticle deals with recognizing and mitigating vul-
nerabilities associated with Microsoft networking and
Windows operating systems in embedded systems and
devices. We provide vendors of such systems with pre-
cautionary measures, and users with checklists to help
them to select secure products and vendors. Our empiri-
cal findings are based on research conducted at LeCroy, a
New York-based vendor of digital oscilloscopes and gen-
eral-purpose NWOS devices. Until 2003, LeCroy based
its products on proprietary operating systems developed
in-house. In early 2003, LeCroy introduced WaveMas-
ter, a new product operating on Windows 2000. Since
then, most LeCroy products have used the Windows op-
erating system.

Risks of NWOS devices

Most vendors of oft-the-shelf computing products either
bundle an information security solution into the product
orlet users select a solution that fits their needs. This pre-
sents the market for NWOS devices with unique chal-
lenges because vendors of such devices must consider
additional information-security risks:

* End-user departments often purchase the NWOS de-
vices, so the security team might be unaware of them.

* The network might not recognize the devices as
computers.

* N'WOS devices might have multiple users and shared
accounts, with no one person responsible for securing
the device.

Some N'WOS devices run multiple operating systems

(for example, multifunction devices such as com-

bined printer/copier/fax machines), increasing the

risk of attack.

» Some NWOS devices move in and out of the organiza-
tion through a portal not widely considered: the load-
ing dock.

* Vendor practices vary widely with regard to securing

NWOS devices.

However, NWOS devices are in the same category as
most Windows-based personal computers and servers.
And, because of the large installed base of Windows-
based platforms, they’re subject to most hacker attacks.
Consequently, the risk for NWOS devices has become
acute and the challenges they present require new capa-
bilities. For example, NWOS devices that are designed
for a particular use (such as digital microscopes or digital
storage oscilloscopes) impose interactions between the
vendor and the client during demonstration and postsale
activities. Consider product demonstration activities
during which an NWOS device is connected to the po-
tential client’s local network to demonstrate its printing
capabilities. In connecting this networkable device to the
client’s network, the vendor puts at risk both the client’s
network and the demonstration product by making pos-
sible the transfer of malicious software from the client’s
network to the NWOS device and vice versa. The risk
can be even more acute if the salesperson uses the same
device while visiting other clients, without protecting
both the client’s network and the demonstration device.
Although these information security risks seem tech-
nical and operational in nature, they put the firm’s busi-
ness strategy at risk. The firm must therefore tighten the
links between information security strategy, operational
processes, and business objectives.* In addition to the di-

Although information security risks

might seem technical and

operational in nature, they can
put a firm’s business strategy at risk.

rect damage to business operations that an infected
NWOS device might cause, consequences from a mar-
keting and sales viewpoint could include alienated cus-
tomers and a tarnished reputation.
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Building a strateqgy

Information security measures occur in four stages of the
product life cycle: design, production, sales, and postsale.
Vendors should be aware of the risks in each of these
stages and align operational activities with information
security measures to reduce NWOS device vulnerability.

Clients should also be aware of NWOS device vul-
nerability and have tools that let them use the devices se-
curely as well as assess and compare potential vendors
according to their information security policies.

We’ve developed checklists of information security
measures for vendors and users of NWOS devices.
Vendors can use these checklists to improve their infor-
mation security measures at different stages of the
product life cycle. Clients can use the checklists to se-
lect vendors based on how they ensure information se-
curity at each stage.

Stage 1: Product design

Design choices as fundamental as motherboard, proces-
sor, and chipset will affect the resulting NWOS device’s
long-term security. Vendors might choose a line of com-
mercial components, seeking the latest-revision proces-
sors, memories, busses, and peripherals in support of
frequently improved banner spec claims. Alternatively,
they might choose original equipment manufacturer
lines in support of stable, more secure platforms over
time. Software will often track hardware revision levels,
so component choices made early in design will influ-
ence the vendor’s dwell time—that is, the time the vendor
stays with a particular version of application before up-
grading—on a given operating system. Indeed, operating
systems have a security “sweet spot” as they age: new re-
leases have undiscovered vulnerabilities, while old oper-
ating systems are unsupported and without patches when
vulnerabilities are found.

NWOS device vendors should therefore carefully
consider their customer’s security needs and be able to
explain how their adoption practices optimize the trade-
oft between processor banner specs and overall system se-
curity. For example, hardware security features, such as
the Intel disable bit architecture, can play a part in the
vendor’s chip and chipset selection, and the application
software design can be compatible with future operating
system patches.

LeCroy implementation. Indeed, design choices might
reflect on the vendor security culture. At LeCroy, for ex-
ample, the security and design team examined several pos-
sible solutions at the design stage. These alternatives
provoked questions in the context of LeCroy’s product line:

¢ Isantivirus a standard accessory?
* Are other security options, such as dual factor authen-
tication or a firewall, available?
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* Are removable drives an option?

* Have we considered customers’ diverse security re-
quirements and preferences, such as a preference for
one antivirus package over another?

Vendors should consider an operating system’s secu-
rity when licensing the software. A choice that limits the
user’s ability to operate a secure device introduces need-
less and severe security risks. The license, for example,
might limit the device to two applications, in which case
the device’s application program would use at least one,
eliminating the possibility of running both antivirus and
a risk-management package. The operating system li-
cense mightalso impact allowed methodologies for auto-
mated operating system patching.

Client checklist. A client can ask certain questions to
uncover key indicators of vendor maturity with regard to
information security. These questions should include:

* What is your design-for-security strategy with regard
to hardware and mechanical and operating systems?

* What product hardware and software options do you
provide or support to reduce security risk?

e What end-user license agreements come with the

product?

What steps have you taken to ensure that the applica-

tion program will be compatible with future security
patches?

Have you disabled any of the operating system’s stan-
dard features?

Does the application have any back doors or hard-

coded passwords?

* Do you perform regression testing on new operating
system and application updates?

¢ Are application updates digitally signed?

What strength encryption, if any, does the device use?

Does the antivirus come with performance specifications?
* Will running antivirus (or antispyware) real-time pro-
tection interfere with the application program?

Does the application program perform user authenti-
cation; and if so, does it use secure methods?

Does the device have potentially insecure access, such as
a CD-ROM, that will accept a Windows recovery CD?

In some cases, the salesperson will have to refer the ques-
tion to a security team member.

Stage 2: Production

Because the production environment can also be a source
of malicious software, vendors should consider isolating it
from other networks and educating the workforce not to
bring portable memory devices into the production en-
vironment. To make clients aware of information secu-
rity risks, vendors can place warning labels near
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What to consider when choosing an antivirus package

I n selecting an antivirus package, the vendor should pay attention
to several aspects:

e The antivirus software product should be accepted among the tar-
get market segment for the embedded device.

e The chosen package should allow for a delay between the vendor’s
original purchase and the start of the license period (when the end
user installs the software).

¢ The package should be fully licensed, as only this will actually pro-
tect usersin the long term.

Some technical constraints could effect an antivirus package’s
selection. Antivirus packages can interact badly with other appli-
cations. For example, some security products, such as antispyware
packages, have exhibited mutually destructive interaction with
certain antivirus packages, with each application perceiving the

packages for compatibility with its own appliance application
code as well as with applications that customers commonly run
on the appliance.

Furthermore, because antivirus products consume resources
(such as CPU cycles, disks, and memory), they can affect device
performance. So, the vendor should provide an antivirus package
but not install it. The vendor should provide key device specifi-
cations both with an antivirus package installed and active, and
without it. Users can set antivirus packages to minimize per-
formance degradation by, for example, scanning at night or
throttling the CPU load.

Vendors should manage operating system security upgrades
and updates on a weekly and monthly cycle. Microsoft, for
example, publishes their patches every second Tuesday of each
month, giving vendors a week to test them before deploying them
internally. Vendors should also update customer instructions on

other as malware. For this reason, the vendor must test antivirus

connectors. Indeed, most NWOS devices (such as PDAs,
videogame appliances, and smart phones) are shipped to
customers without such warnings. Finally, vendors
should provide an antivirus package with each shipment.

LeCroy implementation. LeCroy took some steps to
isolate the production environment and improve engi-
neers’ awareness of information security issues relating to
its NWOS products. To increase awareness, the company
introduced an annual information security fair where the
security staff presented and discussed issues relating to the
company’s information security strategy. In addition,
LeCroy designated a production network to eliminate
the possibility of malicious software entering the produc-
tion environment. To ensure that the production net-
work was isolated, engineers were instructed not to
connect external devices (such as memory sticks and lap-
tops) or use CDs on this network.

LeCroy updated its production procedure to include
a final virus check of the NWOS device before shipping
it to a customer. Moreover, it included an information
package and antivirus software in each product ship-
ment. The information package advised clients to con-
tact their IT department before connecting the NWOS
device to their network and to install an antivirus soft-
ware of their choosing (for guidelines on selecting an an-
tivirus package, see the sidebar). To ensure that clients
pay attention to the risk involved in connecting the
NWOS device to the network, LeCroy placed a sticker
on the Ethernet socket that said, “This is a Windows
networkable device; visit the security Web site.” Clients
therefore had to consider the consequences of plugging
the unit into the network without consulting their I'T

their Web sites whenever new relevant information arises.

department. Lastly, LeCroy offered a recovery disk in
each product shipment so, if an NWOS device was in-
fected by a virus, the client could restore the unit to its
original settings.

Client checklist. Few clients will visit a vendor’s plant to
see what information security measures the vendor takes
during production. However, a vendor should be willing
to host such a visit if a client wishes (and it doesn’t hurt to
inquire). Even without traveling, a client should be able to
learn a good deal by contacting the head of the vendor’s se-
curity team. The client should ask the following questions:

* Do you manufacture the product in your own facilities,
or those of a contract manufacturer? If you use a con-
tract manufacturer, how do you ensure that their pro-
duction line is secured?

Are isolated networks in place for production (and later
servicing) of the product?

Do production or service networks contain out-of-
support (old) nodes? Is the production equipment cer-
tified to be malware-free?

* Do you externally scan each box prior to shipment?
‘With what tool? (Internal scanning tools introduce dif-
ficulties for customers who prefer a tool other than that
which the vendor chooses to embed.)

How often do you update master images to reflect the
most recent patches?
* Do recovery CDs reflect recent images?

‘When asking these questions, buyers can also consider their
own information security procedures and improve them

according to the best- practices applied by their vendors.

www.computer.org/security/ B [EEE SECURITY & PRIVACY
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Stage 3: Sales

For sales activities, vendors should consider developing
a methodology to communicate important security in-
formation to clients. The sales force should also be

Clients should ask to see any training
documents, brochures, or security
materials that their salesperson

has received within the year.

knowledgeable about security issues. Finally, vendors
should provide technical support for remotely updating
virus definitions

LeCroy implementation. LeCroy’s objectives in edu-
cating its sales force about information security issues
were twofold.

First, it taught the sales force to consider information
security threats when performing product demonstra-
tions at client sites. This training included several prac-
tices for the sales force to follow. For example, before
product demonstrations requiring a local network con-
nection, the salesperson should check the site’s informa-
tion security arrangements. In addition, the salesperson
should perform a virus check after each product demon-
stration involving a network connection. A major chal-
lenge for the sales force in implementing these new
practices was the difficulty of updating virus definitions
while on the road. LeCroy solved this problem through a
company-supported synchronization process that trans-
ferred the latest virus definitions and patches to the sales-
person, who stored them on a memory stick and later
uploaded them onto the NWOS device.

Next, LeCroy trained the sales force to educate clients
about NWOS device information security risks. This
training was particularly challenging because the sales
force’s main focus was on “getting the deal done” and less
on technical matters. Nonetheless, LeCroy’s manage-
ment emphasized the importance of educating clients
about information security risks as a long-term business
strategy. The sales staff learned to walk clients through
LeCroy’s Web site to demonstrate how they can down-
load security updates. Finally, the company provides an
antivirus package in every box shipped.

Client checklist. By the time a salesperson visits a poten-
tial client, he or she has already taken the demo N'WOS to
several other locations. To ensure that the demo NWOS
device doesn’t present risks to the client’s network, the
clients IT department, security team, and application end
users should check it. The client should further investigate
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the vendor’s information security capabilities by asking
the salesperson the following questions:

* What precautions do you take prior to connecting the
device to my network?

» What precautions do you take to ensure that your lap-
top PC has no malware contagion?

* How does your firm guard against spam, malware, and
spyware on your networks in general, and on demon-
stration units and sales staff PCs in particular?

The client should also ask to see any training documents,
brochures, or information security materials that the
salesperson has received within the year.

Stage 4: Postsale activities

A vendor’s postsale activities involve maintenance and
upgrades. During this stage, vendors should consider
how they can isolate the customer-service environment
from other networks, and ensure that the application
software 1s compatible with operating system updates and
virus definitions

LeCroy implementation. LeCroy handles NWOS de-
vices returned for repair or upgrade similarly to its han-
dling of products during production. One key difference
is its immediate check of returned NWOS devices for
viruses using an independent CD. This ensures that the
unit is clean before it’s admitted to the service network.
LeCroy regularly checks for Microsoft updates, which
often result in antivirus software updates, testing each
new update and informing clients about the update’s
compatibility through its Web site.

Client checklist. The client’s postsale activities start at
product delivery and deployment, and continue with
maintenance and upgrades. A client should ask the fol-
lowing questions about vendor processes at this stage:

e What is your software support and version update
process?

* Do you provide active (via email, for example) or pas-
sive (such as posting on your Web site) security updates,
such as advice on service packs or patches?

* Do you scan products before connecting them to a net-
work during repair?

¢ Is the repair network isolated?

* Do youscan products before returning them to clients?

* If you discover a security problem, will you contact us
to offer a range of possible methods for dealing with it?

* How do you insure the privacy of data stored on the
device during servicing?

To ensure security when the NWOS device is connected
to the network, the client should involve the I'T depart-



ment in the device’s deployment. The client should also
check the vendor’s Web site for information about the
warranty period, newly discovered operating system vul-
nerabilities, and the information security policy. Infor-
mation about the policy can help the client assess
whether the vendor took proper measures during main-
tenance activities, such as calibration and repair.

Information security and business
strategy

Because our findings are based on one case study, they
meet the transferability criteria to only a limited extent
(that s, the extent to which we can replicate the findings
across cases). We'll need additional research across multi-
ple case studies to verify our findings. With this in mind,
we can explore the approach to improve information se-
curity in NWOS devices by both vendors and users, rec-
ognizing that not all of LeCroy’s practices are appropriate
for other NWOS device vendors.

Indeed, following our suggestions will improve the
links between a firm’s information security policy, opera-
tional activities, and business strategy. R ecent studies have
recognized that senior and middle managers (such as the
chief information officer and chief information security
officer) must create an information security policy that
aligns with the firm’s business objectives (such as client re-
tention).>® In devising such a policy, the chief informa-
tion officer, with the chief executive officer and other
senior managers (such as the director of sales and director
of engineering), should list the firm’s business objectives
and the information security risks that might hamper their
efforts,” and clearly assign responsibilities to the functional
teams involved in delivering security to clients.

Detecting and overcoming information security vul-
nerabilities in NWOS devices in each stage of the prod-
uct life cycle requires cooperation among the
engineering, production, sales, and security teams.

In the design stage, the security team should work
closely with the engineering division to consider the
long-term implications of selecting one design versus an-
other, even a chip selection or an operating system patch
update. The sales team’s role is also critical in this stage be-
cause the client’s preference for managing security issues
after delivery 1s an important consideration.

In the production stage, the security team, along with
the production team must secure the product network
and educate the workforce to keep the production net-
work isolated from other networks within the firm as
well as from the Internet. The security team must also ad-
dress the loopholes that might be discovered in some pro-
duction areas.

Nonetheless, information security challenges could
go beyond management control as more companies out-
source their manufacturing activities. In this case, the in-
formation security team might need to combine business

objectives related to managing their supply network with
those related to client relationships. We know little about
the management of information security in the out-
sourcing relationship, a gap that calls for further study.

Similarly, in the sales and postsale stages, the security
team must implement information security measures
while working closely with the sales team. The most sig-
nificant challenge here is training the sales force to consider
information security risks as part of their daily activities. As
we argued earlier, a salesperson is often concerned with
completing the deal, paying less attention to technical and
operational aspects such as securing entry points to the
demonstration device and the client’s network. These
technical and operational aspects are in fact long-term
strategic goals that, if not carefully implemented, could
alienate clients and ruin the firm’s reputation.

e can’t report on the cost/benefit ratio associated

with implementing such information measures.
However, managers at LeCroy report that since imple-
menting the measures we've described, they’ve had no
information security incidents in which a client’s net-
work was infected because of LeCroy’s activities. In a way,
avoiding bad publicity and upset customers is an achieve-
mentin itself. To improve the effectiveness of these infor-
mation security procedures, companies should develop
methods to assess their NWOS information security pol-
icy’s impact on their business objectives. For example, a
company could

e conduct customer surveys that link customer satisfac-
tion and retention with the information security policy;

* continuously monitor the firm’s performance against
the industry’s average rate of information security inci-
dents; and

* monitor the number of customer visits to the security
page ofits Web site (a high number could indicate good
customer security practices).

Nonetheless, we need further research before we can
present a complete metric for the success of information
security in NWOS devices.

What value do these information security measures
add? They can differentiate one vendor’s product from
those of vendors who shift the responsibility for manag-
ing information security risks to clients. By offering sup-
port for information security risks, NWOS device
vendors can position their product as superior to others
and possibly command premium prices. In the long
term, such practices might improve client retention and
offer the vendor additional opportunities to promote
new products. In addition, clients develop a degree of de-
pendency on vendors through constant antivirus updates
and upgrades, which can serve the vendors in future of-
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ferings. Clients, on the other hand, might enjoy a ven-
dor’s continuous support of information security issues
throughout the product life, a value-adding activity that
also reduces their network’s vulnerability. O
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